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o dBm:#-# % * log= N 4 7
dBm=10log(P)
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FIGURE 2.10 The electromagnetic spectrum. The visible speetrum is shown zoomed 1o facilitate explanation,
but note that the visible spectrum is a rather narrow portion of the EM spectrum,
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Figure 5-11: 802.11 Wireless Access Point and Wireless PC
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802.11 18 #4432 41
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Request to Send/Clear to Send (RTS/CTS)
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Figure 5-13: Request to Send/Clear to Send
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802.11 Wireless LAN Standards (Table)

802.11g

if 802.11g

access

802.11b | 802.11a| 802.11g point

serves an

802.11b

station

Unlicensed Band 2.4 GHz 5GHz| 2.4 GHz 2.4 GHz
8to 14

Number of Non-

Overlapping Channels 3| In future, 3 3

19to 24

\ 2.4 GHz non-overlapping channels are 1, 6, and 11 J
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802.11 Wireless LAN Standards (Table)

802.11b

802.11a

802.11g

802.11g

if 802.11g
access
point
serves an
802.11b
station

Rated Speed

11 Mbps

54 Mbps

54 Mbps

Not
Specified

Actual Throughput,
3m

6 Mbps

25 Mbps

25 Mbps

12 Mbps

\ Actual Throughput,
30m

6 Mbps

12 Mbps

20 Mbps

11 Mbps /

~—

=
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o 802.11b: %5 & &
o 802.11a:% & A i

e 802.11g:41 ¥ p = ® H
Super G : 108 Mbps, B f p 37, # A48

e 802.11n:108Mbps(# % ¥ )
100 Mbps or more in the 5 GHz band
Fast enough for video

802.11e:Quality Of Services for 802.11 WLANSs /
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802.11 % = 4 (Security)

e Automated Drive-By Hacking
Can read traffic from outside the corporate walls
Can also send malicious traffic into the network

802.11 % = 4 (Security)
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Security l\/ ‘ Security
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802.11 % = 4 (Security)

e Wired Equivalent Privacy (WEP)
B5 % > @,ﬂi&l"s % - 802.11 Working Group ™

o HALN £ 4f(Key) 4 %2
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802.11 % 2 |#(Security)

e Wired Equivalent Privacy (WEP)
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802.11 % = 4 (Security)

e Wired Equivalent Privacy (WEP)
$ 3 5P B R RE AR T Y
o BB IR F I b AAELIE AP
o o ik T fRKey

e

49

802.11 % = 4 (Security)

e Virtual Private Network (VPN)
VPNs¥ ik£35 8 7 X 5 i Internet @ 5 3 4
VPNs» ¥ % % i EWLAN i@
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802.11 % = 4 (Security)

e Wireless Protected Access (WPA)
Wi-Figs p2 35 41 > % 12 2c f WEP 4 2
WPA=EAP+TKIP
o EAP(Extensible Authentication Protocol) : %2
o ¥ iz ¢ key: TKIP(Temporal Key Integrity Protocol)
o MIC(Message Integrity Prtocol)#x -2+ & p & % 4% L %

EWEPZ 53 ¥ 7 2 & 3|WPA J
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802.11 % = 4 (Security)

e 802.11i Security
#2004 %6 i i
f2A-WEP:E 2 $2 TG
% > ERWPAR
Temporal Key Integrity Protocol (TKIP)
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o ipfpkey § ¥ ¥ ¥
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802.11 % = 4 (Security)

e 802.11i Security
Extensible Authentication Protocol (EAP)
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o 123337 ' PR B (authentication server):az&
« Figure 5-17
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Extensible Authentication Protocol (EAP)
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Extensible Authentication Protocol (EAP)

K 1T R

2. AcCess Notebook
i EAP Data |—
S Point A
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Extensible Authentication Protocol (EAP)

Switch Point A
> OK |<
S === ==
t e — Accept —>
OK
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Extensible Authentication Protocol (EAP)

e 7 jpiuE (Mutual Authentication)

P ERIRE

o * = FAPILE

o Vil g g ent 2
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o AP #* = 228
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802.11 % = 4 (Security)

e EAP RE > 2
#'J %T o X#ﬁ' AP v,—. \:,\.‘;\:i IP FR%L Fm‘ mp:\.&\:ﬁ/i
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e

802.11 % = 4 (Security)

Bk 4 L 802 11k40 3 %
802.11i~ AL 5 WPA2
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802.11 % = 4 (Security)

e Rogue Access Points( = AP)

B AR 2 il F A AP

WF & 2L 0 F T 18 P Ehacker » &
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&5 (Bluetooth)

o B A %3 4 (personal area networks; PANS) & 47 1 %
Pt g oA AR
o RO E ) 1
Ea SR

&5 (Bluetooth)

e 1994 & Erisson 2> % !
Y ERTALHLEER

mA iy REHarald 2z 2 & %
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802.11 Versus Bluetooth

802.11

Bluetooth

Focus

Local Area Network
(LAN)

Personal Area
Network (PAN)

Rated Speed
(Actual Throughput
Will Be Lower)

11 Mbps to 54 Mbps
in both directions

722 kbps with back
channel of 56 kbps.
May increase.

Distance

30 to 100 meters

10 meters

Number of Devices

Limited in practice
only by bandwidth
and traffic

10 piconets (PANS),
each with up to
8 devices

\o
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802.11 Versus Bluetooth

802.11 Bluetooth
Scalability Good because Poor

allows multiple

access points
Cost Higher Lower
Battery Drain Higher Lower
Application No Yes
Profiles

\_
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802.11 Versus Bluetooth, Continued

e Bluetooth Application Profiles(/& * #-5%)
P K GF 2 B R aF '3 5% (doprinter PC)
Fulgor > 802117 i}
T H e K

X AOET RE R F - L ApB B  HS
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#7¢79 WLAN Technologies
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T3 WLAN Technologies

o b3
o ¥ 4§ QoS E i
o ELA R X
o LIBHAPH FH i
o # F o & % dnd i (channel) % .
o Bix { ATHM LT AP

K oML W p gt
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T WLAN Technologies

o & ##u7% Radio Frequency 1Ds (RFIDs)
fo 7V F EAMELE S F R

A SRS 0 T A REELP B

e E A B 4 % “smart shelves” i 7] %47 2k
v e pE R
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e Az £ 4 Ultrawideband (UWB)

e EBEY R

2002£271 B%p £
IEEE < + 802.15.3a 1 i-] 4| % UWB L1

71

e Az £ 4 Ultrawideband (UWB)
- EBAEE L A BMHz
A EHE (UWB)i# * i3 < 98 BGHz %
CEREHL R A
o102 = FEH N iF B ¥ 12480 Mbps
T T AR B
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% = % (4G) Stations

Stations¥ % 4 % f& & .%ﬁ'\@ﬂi%]'% pES
¢ 802.11a, b,and g
e Bluetooth
o 3G cellular
e Etc.
FRER R E D 3
o b4 1 5 WLANW * pF > ¢ * 802.11g
X5 B oepew % pF o @ % 3G cellular
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Topics Covered
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Topics Covered

e CSMA/CA+ACK
e CTS/RTS
e 802.11 WLAN & #

o 5 i [ £ 4 chAccess Pointw i * 7 il i
(Channel)

e % > {#(Security)

K WEP 7% 2 ek iz /
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Topics Covered

LR A s O Y e
WPA

802.11i
oEAP: ¥ # &AP2 I 3 4
o TKIP : & iBstations 7 F ciokey » ® keyps i %

e Bluetooth for personal area networks
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Topics Covered

o FTehE AR BT
WLAN % 2 3 jie
RFIDs
o A
uwB
o AZEHR
4G clients
o AR T ¥ hE R

e

%
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