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Packetizing
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Addressing

MAC address
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Addressing

Address Resolution Protocol (ARP)
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Error Control - Burst error
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Error Control - Redundancy
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Error Control - Detection methods

| Detection methods I

VRC

| [LRC CRC

VRC=Vertical Redundancy Check( )
LRC=Longitudinal Redundancy Check (

\ CRC=Cyclic Redundancy Check ( )

Error Control - Even parity VRC
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Error Control - Even parity VRC

101111011 Even Parity VRC
110001100 Even Parity VRC

100111111 Even Parity VRC

\_ J
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Error Control - Even parity VRC

111111011 Odd Parity VRC
110011100 Odd Parity VRC

101110011 Odd Parity VRC

\_ /
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Error Control - LRC

Original data
LIIOOT1T 11007101 00111001 10101001
= 11100111
11011im
= (011000
== 1001010H1

LRC == 10101010

=—— 11100111 11001101 00111001 10101001 10101010
\ Criginal data plus LRC J
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Error Control - LRC

11111101 10111101 01100001 00111000

Even Parity LRC?
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Error Control - CRC
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Problems

e Hop to Hop delivery

Packetizing
e Addressing
e Error Control
e Flow Control

e Media Access Control

o
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Ethernet LANsS

Chapter 4

Panko’s
Business Data Networks and
Telecommunications, 5t edition
Copyright 2005 Prentice-Hall

Ethernet History

e Ethernet
2 p w LANeha & 208

>4&(Xerox) = #>+1970#  d i=>+Palo Alto %= 3
LR S RIS

%4 % & %« #1970+ 1 Alohanet project % 3+

o & * RF#yE2 4
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Ethernet History

e Ethernet®# % —‘ﬁ

Robert M. "Bob" Metcalfe

1946 : was born in Brooklyn, New Y ork.

1969 : Bachelor :  MIT EE/Business Management.

1970 : Master : Harvard University Applied Mathematics.
1973:Ph.D.: Harvard University Computer Science
1972 : Xerox

1973 : invented Ethernet with D.R. Boggs(his assistant).

1979 : founded 3Com Corporation in Santa Clara, California.
1990 : retired from 3Com.

\_ /
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Ethernet History

o B
IEEE 802 LAN/MAN{% 2 12 ¢
IEEE 802.3 Working Group § # B % Ethernetit
IEEE 802:=nH v working groups® # H v &%

\_ /
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Ethernet History

IEEE 802 Architecture
E | gy o
é Y EGRL LONGIT AL LI COWTROL
4IE
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B2 ] o aps || gos f| xoe | smo |f men | sao | sc
E ﬁ AOCETE Hlﬁ.'.-n& AOCESS | | AOCESE § ADCESE || ADTEES | AOCESS | ADCESE
'ﬁ goa || mme || eos || sme | e || e | oeerw || me | exesca
iy - 1 | | | 1 | | |
* Ferrsiaty IEES Sa B0 . /
N 4
802.3:Ethernet, 802.4:Token bus, 802.5:Token ring, 802.11:Wireless 23

Ethernet History

« FRobert Melcalf's Idea

o [pvemted by Metcall a
Xerox in) 1973 and
pealented in

¢ Xerox convineed
[hgrtal and Intel to
Join i maxking
products (hence the
proap called DIUX)

= IEEE standard in [I#8%]

/
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Ethernet History

e Legacy Protocol
Pure ALOHA
» Transmit when you want to, regardless of others.
Lisai
) i i) v
] 1
c — — =
o ] ] | .
E —_ — —_

N
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Ethernet History

Collisions

g2 2.4 3

i Compaier A imsmis dam

\ & Before the sigrd reaches Compuiber B E s dein. Collision oooars /
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Ethernet History

Slotted ALOHA
= Transmit only at the beginning of synchronized “siot
tirnes”
» Collision inefficiency limited 1o one frame
transmission lime

| ' | |
I !

\_

27

Ethernet History

e CSMAICD
Carrier Sense : listen before talk
Multiple Access : shared media
Collision Detect
Broadcasting
Half Duplex
non-slotted 1-persistent

28




Ethernet History

e CSMA/CD
L plerdgt R, FF SR @R 208
Bidix,

2EH AL, E L B B KR EEPER L@
« Binary Exponential Backoff Algorithm
o PR H 2.0 <r < 2% k=MIN(n,10), n&_1# ¥ =t
o M3t 1~2K2 B e ficpt e
o T pF I =r*slot time
o B % £3#15% nd < E=16

\_ /
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Ethernet History

Slot Time

e Round Trip Time
o 10M ethernet: 3| fit — =44 4 Af & v kPP F 950 us

Collision Domain

51.2 us=512 bit time for 10M ethernet
5.12 ps =512 bit time for 100M ethernet(Fast ethernet)
4.096 ps =4094 bit time for 1G ethernet

30




Ethernet History

e Repeater
S B
- Bbit- Bbitigix

i‘:: )u"\f %ﬁ

Repeater

\_ /
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Ethernet History

e Bridge
WS KRR EFY R a4
it d - RBET V- K
iz data link address: Jjg 3t ¢
store-and-forward

\_ _/
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Ethernet History

e Hub
T

R 2= - Fshared bus
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Ethernet History

e Ethernet Switch
B R RER
iz data link addressi& g 2 & vE3+ ¢ ,# it %8 inbridge

store-and-forward & cut-through

\_ /
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Ethernet History

e Collision Domains

—| Repeater f|——

&,
=

Problems

o Etherneti& #
e Collision

e Pure Aloha

e Slotted Aloha
e CSMA/CD

e Collision Domains

kSWitch/Hubéﬁ_ 2 /
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Ethernet 7 % & % &

Baseband¥? Broadband & ﬁi%l

Baseband @ﬁéﬁ
£ F v i¥ 21 55 (Same)

Source | ~ L= =

B ﬁis?] AR ]

M ELE 1~ B ELRE (wire, optical fiber)
ofp — PERY R G i - magE
o A, A R G :‘sélLANév’v@ﬁs?l

. /
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Baseband¥? Broadband & ﬁi%]

Source

Broadband’@iii

=

1S gL EL

Radio

\_

Tuner

oI HLLAR A B B M
oHTA B 1S L BLIE T B X 4540
o4 WAMELT o pE G
o MEF JTiES T & A F(Tuner)

Radio Channel
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Ethernet® ¥ & &%

FHERE | ®EER B ORER 0 45400
UTP

10Base-T 10 Mbps* | 100 meters 4-pair Category 3
or better

100Base-TX | 100 Mbps | 100 meters 4-pair Category 5
or better

1000Base-T | 1,000 Mbps | 100 meters 4-pair Category 5
or better

\ Base: Baseband, Broad: Broadband, T/TX:Twist Pair J
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Ethernet# 4 & %%, Continued

\_

*100Base-TX i+ (NICs) ¥ % 4% %
il ¥ £ 5 p & i p# it (autosensing)
TR IERAKD L ER
*10Base-T
*100Base-TX
il ¥ f % 10/100 Ethernet

41

Ethernet® %2 & 1%, Continued

FHEFE @i?lii)i B ﬁ!ﬁ]&_ﬁﬁ fili?liﬁ.-lﬂ
Optical Fiber
62.5/125 multimode,
100Base-FX | 100 Mbps 2 km 1300 nm, switch

\_

/
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Ethernet# 4 & %%, Continued

FHERE

WA R

B+ @ﬁft&#‘-

44140

62.5/125 micron multimode,

1000Base-SX | 1 Gbps 220 m 850 nm, 160 MHz-km
modal bandwidth
1000Base-SX | 1 Gbps 275 m 62.5/125 micron multimode,
850 nm, 200 MHz-km
1000Base-SX | 1 Gbps 500 m 50/125 micron multimode,
850 nm, 400 MHz-km
50/125 micron multimode,
@OBase-SX 1 Gbps 550 m 850 nm: 500 MHz-km J
SX:for 850nm
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Ethernet® %2 & 1%, Continued

FAAE R Tiﬁlzi)i Bk ﬁ!ﬁ]&_ﬁﬁ ﬁ!ﬁ]ﬁ—iﬂ
1000Base-LX | 1 Gbps 550 m 62.5/125 micron multimode,
1310 nm
1000Base-LX | 1 Gbps 5 km 9/125 micron single mode,

1310 nm

\_

LX:for 1310nm

/
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e Access linksz & i * 100Base-TX

e Trunk linksz. & # * 1000Base-SX

\_
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Ethernet® %2 & 1%, Continued

RHARE | RERER | DR i Al

10GBase-SR/SW | 10 Gbps | 65 m 62.5/125 micron

multimode, 850 nm

62.5/125 micron

10GBase-LX4 | 10 Gbps 300 m multimode, 1300 nm,
WDM with 4 lambdas

10 Gbps Ethernet, multimode
, L =1300 nm

\R:LAN, W=WAN

/
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Ethernet# 4 & %%, Continued

RHAEFE | BRER | B GRER 5 4 al
10GBase-LR/LW | 10 Gbps 10 km | 9/125 micron single
mode, 1300 nm.
10GBase-ER/EW| 10 Gbps 40 km | 9/125 micron single
mode, 1550 nm.

10 Gbps Ethernet, for wide area networks
L =1300 nm, E = 1550 nm
R = LAN, W = WAN

)

a7

Ethernet® %2 & 1%, Continued

FHEFE @#’a’]iili B+ ﬁ!ﬁ]&_ﬁﬁ ﬁ!ﬁ]ﬁ—*ﬂ
40 Gbps Under 9/125 micron
Ethernet 40 Gbps Development single mode.

\_

40 Gbps Ethernet{& %% % 437 ¢

/
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Link Aggregation (Trunking)

100Base-TX Switch

W- i%:if 5% =100Mbps

BN %3 5 4% #n*100Mbps

Wit 3 Switchz FF ehigfng B
BSwitch 78 & $link aggregation

UTP
Cord

100Base-TX Switch

/
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Data Link®? switch ki %

CEdilksel
R A LEll=x) € ] h 8 LEll=x)
e T C

>

B

i N S N

= BEa 19 95 19 95

l@ﬁ]fﬂ“y BEAR L
W3k B @ﬁi&_ﬁ,@fp‘_

\_ /
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R e CEdilksel
MEL B
- S

" uTP

100Base-TX
(&~ FEAL100m)
Physical Link

Data Link®? switch =g %

LEll=x)

Wl EL
L =
_L x

62.5/125
Multimode Fiber

1000Base-SX
(&~ ~ FEEL220m)
Physical Link

100Base-TX
(3~ FE4100m)

Physical Link
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Data Link®? switch ki %

100Base-TX
(# ~ FE4L100m)
Physical Link

62.5/125
Multimode Fiber

1000Base-SX
(#~ ~ FEAL220m)
Physical Link

100Base-TX
(B~ FE4100mM)

e

420 m distance spanned

»

Physical Link
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Problems

e Baseband

e Broadband
e 100Base-TX
1000Base-SX
e 1000Base-LX

e 10/100 Ethernet

Link Aggregation
\_ Y
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Ethernet Data Link (MAC) Layert& %

802 Data Link % 7 4
Ethernetit ¢ 7 4
T FETRIL

\ st i )




802:mData Link % 7

Internet Layer

Hoelee TR IR B
Cl_ogytgr)l BREANFEL RO R
edia B R LANS T B,
Control e.g., 802.3 Ethernet,
Layer 802.11 wireless LANSs, etc.
Physical Layer /
N —
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802:=Data Link % 7 #

TCP/IP Internet Other Internet
Internet Layer Layer Standards Layer Standards
(IP, ARP, etc.) (IPX, etc.)
Logical
Link
Control 802.2
Data Layer
Link -
Layer Media Other MAC
Access Ethernet 802.3 MAC Layer Standards
Control Standard (802.5,
Layer 802.11, etc.)
1000 Other Physica
. Layer
Physical Layer 10Base-T | Base- Standards
SX (802.11, etc.)
—
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Ethernetit # 78 #

Field

Preamble (7 Octets)
10101010 ...

Start of Frame Delimiter (1 Octet)
10101011 Computers use raw
< 48-bit MAC addresses;
Destination MAC Address (48 bits) | Humans use
Hexadecimal notation
Source MAC Address (48 bits) (A1-23-9C-AB-33-53),
Which is discussed

. =
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Ethernetif ¢ 78 #

Field

Length/Type (2 Octets)

LLC Subheader
Data Field (Usually 8
Octets)
(Variable Packet
Length) (Variable
Length)
PAD Field

\ Frame Check Sequence (4 Octets) J
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Ethernetit # 78 #

481 ~ «-MAC Address
¢ 1010000110111011 ...

« 1010 0001 1101 1101 ...

#-= BnibbledE = 16:& i+ 5L
o A 1 D D

\ e A1-DD-3C-D7-23-FF

e #48i> ~ erMAC AddressiE = 16:& i+ (hex)

41 i~ - 2 2 121 4-bit “nibbles’

B3 16iE - 28 A - A ¢ FFicdashit 5L

/
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Ethernetif ¢ 78 #

e MAC address
VV-VV-VV-SS-SS-SS
o W-WW-VV: i 75 ~ 75

000001 SuperLAN-2U

000009 powerpipes?

00000C  Cisco

00000E  Fujitsu

00000F NeXT

000010 Hughes LAN Systems (formerly Sytek)
000011 Tektronix

000015 Datapoint Corporation

00001A  AMD (?)

\ o SS-SS-SS: A %

000002 BBN (was internal usage only, no longer used)

000018  Webster Computer Corporation  Appletalk/Ethernet Gateway

/
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Ethernetit # 78 #

e MAC address
Broadcasting address
o FF-FF-FF-FF-FF-FF
Multicasting Address
o i F U sk oy

\_

61

Ethernetit # 78 #

FCS

e Length/Type

0000-05DC IEEE802.3 Length Field (0.:1500.)
0800 Internet Protocol (IP)

0806 Address Resolution Protocol (ARP...
814C SNMP over Ethernet (see RFC1089)
8191 PowerLAN, NetBIOS/NetBEUI (PC)

e DataField
46~1500bytes

e Frame Check Sequence (4 Octets)
¢ * CRC(Cyclic Redundancy Check)
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Ethernetif ¢ 7 4

FCS

Dl LR

AL, AT
Wome e, neject

R Sl

\_ J
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Ethernetaf ¢ 7 #

FCS

B CRC= 3% G(X) = x#+x+1¥ & & 4 4bits CRC
33 k¢ 101111100117CRC
“or <: 101111100110000 1.4 %
10011

1001100110000
10011

110000
Xor
< 10011

wor ¢ 10110
10011

101 2.% & ‘$ #* fA4pd (5 CRC)H
\ 101111100110101 ST FTHE 5 J
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Ethernetif ¢ 7 4

FCS

ez

<: 101111100110101
Xor
10011

1001100110101
10011

110101

r
<:10011
wor ¢ 10011
10011

_ R,

65

Ethernetif » 7 4

FCS

*Ethernet 32~ CRC 2 ;¢

G(X):X32+X26+X23+X22+X16+X12+Xll+X10+X8+X7+X5+X4+X2+X1+1
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Ethernetst # %ﬁﬁi

FCS

B CRC 2 3¢ G(X) = x*+x+1

3% 74 ¢ 10110010011 +7CRC i+~
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Ethernet4t ¢ ¢Ei§

FCS

or < 101100100110000
10011
1010100110000
10011
wor 11000110000
10011

1011110000
Xor (10011

10010000
10011

1000

\ 101100100111000 J
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Xor




Ethernetst ¢ 2 4

FCS

2 fe s

<: 101100100111000

xor

10011

1010100111000

10011
11000111000
10011

1011111000
10011

10011000
10011

0000

xor

xor
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Ethernetit ¢ 7 1

FCS

BX CRC2 ;¢ G(X) = x*+x+1

3% 4 ¢ 10110110011 7CRC i~
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Ethernetit & 78 #

xor <

FCS

101101100110000
10011

1011100110000
10011

10000110000
10011

11110000

xor 10011

1101000

xor 10011

100100

xor 10011

10

10110010011001u
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Ethernetit » 78 4

FCS

$- e 3

C

10011

101101100110010

1011100110010

10011

10000110010

xor (10011

11110010
10011

Xor

1101010
10011

Xor

100110
10011

00
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Figure 4-8: Multiswitch Ethernet LAN

. The Situation:
Switch
Port 5 on Switch 1 S 4

Al... Sends to E5...
to Port 3 on Switch 2 i

Port 7 on Switch 2
to Port 4 on Switch 3

Switch 1 Switch 3

i
C3-2D-55-3B-A9-4F
Switch 2, Port 5

B2-CD-13-5B-E4-65
3Switch 1, Port 7
9.

Al1-44-D5-1F-AA-4C | S22 D4-47-55-C4-B6-9F | E5-BB-47-21-D3-56
Switch 1, Port 2 Switch 3, Port 2 Switch 3, Port 6
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Figure 4-8: Multi-Switch Ethernet LAN, Continued

Switch 2

On Switch 1

Switching Table Switch 1
Port  Station
Al1-44-D5-1F-AA-4C
B2-CD-13-5B-E4-65
C3-2D-55-3B-A9-4F
D4-47-55-C4-B6-9F
E5-BB-47-21-D3-56

Port 5 on Switch 1
to Port 3 on Switch 2

Switch 1

ao * NN

[

B2-CD-13-5B-E4-65 0
3Switch 1, Port 7
=

Al-44-D5-1F-AA-4C =% E5-BB-47-21-D3-56
witch 1, Port 2 Switch 3, Port 6
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Figure 4-8: Multi-Switch Ethernet LAN, Continued

Port 5 on Switch 1
to Port 3 on Switch 2

Switch 1

Switching Table Switch 2
Port  Station
Al1-44-D5-1F-AA-4C
B2-CD-13-5B-E4-65
C3-2D-55-3B-A9-4F
D4-47-55-C4-B6-9F

E5-BB-47-21-D3-56 (;:

On Switch 2

Port 7 on Switch 2
to Port 4 on Switch 3

Switch 3

E5-BB-47-21-D3-56

Switch 3, Port 6

Figure 4-8: Multi-Switch Ethernet LAN, Continued

Switch

Switching Table Switch 3
Port  Station
4 Al1-44-D5-1F-AA-4C
B2-CD-13-5B-E4-65
C3-2D-55-3B-A9-4F
D4-47-55-C4-B6-9F
E5-BB-47-21-D3-56

oON B~

-44-D5-1F-AA-4C
W 1, Port 2

Al D4-5

2

Switch 3, Port 2

On Switch 3

Port 7 on Switch 2
to Port 4 on Switch 3

Switch 3

E5-BB-47-21-D3-56
Switch 3, Port 6

5-C4-B6-9F
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Ethernet
Hub

Hub g #-= B = B 3 0
BArAR & % ‘}Jif;.C
ABE BEF ‘}J.\.,FEA@*

\ A B C D J
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Hub£2 Switch:&

Ethernet

_ Switch® #-F i %3 F & «-Port
Switch

'Ei&r'AlgSi?c’}'l}?C
RIF AR € 3% % Cehport
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Hub2 Switch:&

Ethernet

BAeA 3% TR B Cenle B¥
Switch

Birdk s £ FHED
A¥IB¥ F pF 833
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Problems

e |[EEE 802#-Data Link Layer4 = vt f ?
o MACizyt & 3 vRe iBiRix?

o B cPMAC =4t § -

e Switching Tablep 7 3 * & F L

o v
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Problems

Ethernet Hub
Ethernet switch

g Ethernet? &

Spanning Tree Protocol
Virtual LANs( #:LAN)

\Momentary Traffic Peaks(‘&# % id « %) J




IEEE 802.1D Spanning Tree Protocol

83

P& & ;% emEthernet LAN

Client PC 1
1 Server Y Ethernet
H- ¥R Switch A

Ethernet
Switch C

" Ethernet
Switch B

Ethernet
Ethernet Switch F

Switch D Ethernet

Switch E
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Fe & ;¢ chEthernet LAN

o5 LSRRz R

fswitchhswitching table @ |

- EAR
switch™ -3 35 3| =3t
switch = # %

)3 - B 7 Ae RS

=+ BMAC address ¥ 5

Port  Station
2 Al-44-D5-1F-AA-4C
7 B2-CD-13-5B-E4-65
5 E5-BB-47-21-D3-56

switch ¥ Ethernetsa &g 3% %

/
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; ;¢ eriEthernet LAN

Core and
Workgroup
Switches

Core Ethernet|
Switch B

A Core
#” Core Ethernet
Switch A '
<

Core Ethernet
Switch C

Ethernet
Switch D

Workgroup
Ethernet
Switch E

Workgroup Ethernet
Switch F
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e & ;¢ emEthernet LAN

e Workgroup switches
#%iFaccess line & i 7| 7 "%

e Core switches
i% iBtrunk linesit | H © switches
AEARE BEEE

e Core &35 #77 core switchesen i &

\_

J

87

F& & ;% Ethernet LAN«hH — 45 3%

Figure 4-11 Switch -

—_—

Switch 2~ ~ <

/
Switch 1 i C3-2D-55-3B- Switch 3
> B2-CD-13-5B-E4/65  D4.47-55-C4-B6-9F

A'M44-D5-1F-AA-4C E5-BB-47-21-D3-56
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IEEE 802.1D Spanning Tree Protocol

Loop, Spanning Tree Protocol
€ Hip E AR

————
- —
-

C3-2D-55-3B-A9-4F Switch 3

>

B2-CD-13-5B-E4-65 D4-47-55-C4-B6-9F
® A1-44-D5-1F-AA-AC E5-BB-47-21-D3-56

L HEY Figure 4-12

IEEE 802.1D Spanning Tree Protocol

Switch 23%#-

¥ A1-44-D5-1F-AA-4C




IEEE 802.1Q Virtual LAN

91

Virtual LAN (VLAN) with Ethernet Switches

Figure 4-13

PIRET PR

¥ #r3 Stations

I Server
Broadcast

5

Client A Server E




Virtual LAN (VLAN) with Ethernet Switches

FIRERH - 7 VLANS

¢ * VLANS,
R#pr €DERIRE
VLANzh# & =3

} Server
Broadcast

X

Client B \%

on VLAN2 Server D Server E
on VLAN2 on VLAN1

Client C
on VLAN1

2

Client A
on VLAN1

Tagged Ethernet Frame (802.1Q)

pLE & eEthernetst @

Basic 802.3 MAC Frame Tagged 802.3 MAC Frame

Preamble (7 octets) Preamble (7 octets)

Start-of-Frame Delimiter Start-of-Frame Delimiter
(1 Octet) (1 Octet)

Destination Address Destination Address
(6 Octets) (6 Octets)

Source Address (6 Octets) Source Address (6 Octets)

Tag Protocol ID (2 Octets)

\ Length (2 Octets) 81-00 hex /

94




Tagged Ethernet Frame (802.1Q)

pL1E £ ehEthernetst @

Basic 802.3 MAC Frame Tagged 802.3 MAC Frame

Tagir#lF2B iz~

=G 4
; ; Priority Level (0-7):3® =~
Data Field (variable
( ) VLAN ID:12 % i = bytes
1pH v ==
PAD (If Needed) Length (2 Octets)
Frame Check Sequence . .
(4 Octets) Data Field (variable)
Packet size:64bytes~1518bytes PAD (If Needed)

Frame Check Sequence
(4 Octets)
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o 1 Bt heJ? it 4 (Throughput) (Figure 4-17)
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Figure 4-17: Switching Matrix
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Figure 4-19: Jitter
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Figure 4-20: Managed Switches
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Topics Covered

e Who develops Ethernet standards?

e Many physical layer standards (100Base-TX,
1000Base-SX, etc.)

e Baseband versus broadband transmission
e Link aggregation

e Switch signal regeneration allows maximum
\distances spanning several UTP and fiber links
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Topics Covered

e MAC and LLC layers

e Ethernet Frame
Preamble and Start of Frame Delimiter fields
48-bit Source and Destination Address fields
Length field (length of data field)

Data field
e LLC subheader
o Packet

\ PAD if needed to make data field + PAD 64 bits Iony
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Topics Covered

e Ethernet Frame
Frame check sequence field
o Discard if detect error: unreliable
e Hexadecimal Notation
For humans, not computers

e Multi-Switch LAN Operation with Switching
Tables

\_

/
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Topics Covered

e Hubs versus Switches

e Hierarchical Topology

Only one possible path between any two end
stations

Makes switching decisions easy and fast
This makes the cost per frame handled low
Key to Ethernet’'s LAN dominance

&Core and Workgroup Switches J
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Topics Covered

e VLANS to reduce congestion due to server
broadcasting
e Handling Momentary Traffic Peaks

Overprovisioning—least expensive Ethernet choice
today

Priority is more efficient but more expensive to do

e Tagged Frames for VLANs and Priority

\_ /
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Topics Covered

e Switch Purchasing Decisions
Number and speeds of ports
Switch matrix capacity and nonblocking switches
Store-and-forward versus cut-though switches
Jitter
Manageability
Form factor (U)
Port flexibility
UTP uplink ports

\ 802.3af for electrical power J
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